Seat No. / Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering — SEMESTER - 6 (NEW) - EXAMINATION - Winter-2025

Subject Code: 4361601 Date: 13-11-2025
Subject Name: Cyber Security and Digital Forensics
Time: 02:30 PM TO 05:00 PM Total Marks: 70

Instructions:

1. Attempt all questions.
2. Make Suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Use of simple calculators and non-programmable scientific calculators are permitted.
5. English version is authentic.
Marks
Q.1 (a) Answer All Questions 03
1) What is Information Security?
ii) List Types of hackers
iii) What is the default username and password for kali Linux?
€35 Uglletl sl WU
i) sl R15y212) 9 B2
i) @5Ueti UsIRAeAl ULEL quil
iii) kali Linux H12 S5le2 YasaH uial U1dsS 9f Sl 87?
(b) Describe CIA triad with example. 04
CIA triad GelSL A8l 4Howdl
(c) Explain MD5 hashing algorithm 07
MDS5 hashing algorithm 44l
OR
(c) Explain RSA algorithm 07
RSA algorithm us1dl
Q.2 (a) Whatis virus? Explain Virus Life cycle. 03
dlEA Q) B7? dleell dl8s UIUSE YU,
(b) Difference between Private key and Public Key cryptography 04
Private key and Public Key cryptography dsil dsldd %slidl
(¢) Explain proxy server in details and why we need it? 07
Proxy server (N qH%ld] e 2Ll HI2 dsil BeRULd 8?2
OR
Q.2 (a) Explain step of creating and verifying digital signature. 03
SIee (RAAUR wellclletl el ATLSIA slell UdlE ] 2 Ll
(b) How can malware affect your system? 04
Malware dHI3] (MeHA 56 d 24uR 831 25 &2
(c) Explain IP Security Architecture. 07
IP Security Architecture 44os1dl
Q.3 (a) Explain Web Jacking. 03
Web Jacking (A9l 3qHexdl
(b) How we prevent cyber crime with? 04
ULSER 516H dl 3cl 21d 18] 218142
(c) Explain Main in the middle attack with suitable examples. 07
Main in the middle attack A19¥ G&LSQL A1) AHcl.
OR

Q.3 a) Define Phishing, spyware and logic bomb 03
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Phishing, spyware and logic bomb «fl cilu1] ¥4\l

Explain article section 66 and section 67 of cyber law

ULGOIR slAElell 56U Section 66 and Section 67 AHIc

Explain ransomware in detail?

Ransomware (A1) (ddlRyds yuextdl

Explain any three basic kali Linux commands.

kali Linux il $16URL AL YN d SHIeS Y-l

How vulnerability scanning operates.

vulnerability scanning 3dl 21d s 52 &2

Explain Remote Access Tools and how we protect system from RAT?

Remote Access Tools HHIdl 4 dil ld w1u8l RAT €l [4uq] 281l 53] 21514

87
OR
Describe Hacking, Blackhat, and White hat hacker in short.
Hacking A{% Blackhat 4=\ White hat €52 (AN 2sHi 4Hosdl
What is Port Scanning? Explain any two port scanning techniques.
Port Scanning 2 8?2 s18URl & Port Scanning 25¢ils Al
Explain the hacking process in detail.
Hacking HI2+{l (53l (dadyds uHomd)
List critical steps in preserving digital evidence.
[SPyed Yla e Aldddl Hidell Hecd Yl uald ilefl A€l tstidl.
Explain Mobile Device Forensics in detail
Mobile Device forensics [ddldd IR ques1d]?
Explain in detail: Drive imaging, Chain of custody and hash values
Drive imaging, Chain of custody and hash values (dd12yds qued).
OR
Explain four stage of malware analysis in short.
Malware analysis il AR deiss13a 25HI AHod).
How does network forensic functions?
Network forensic 3dil ld s12 52 872
Explain digital forensic investigation process
Digital forensic investigation ol ulsul qumdl
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