Seat No. / Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering — SEMESTER - 6 (NEW) - EXAMINATION - Winter-2025

Subject Code: 4360702 Date: 15-11-2025
Subject Name: Basics of information Security
Time: 02:30 PM TO 05:00 PM Total Marks: 70

Instructions:
1. Attempt all questions.
2. Make Suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Use of simple calculators and non-programmable scientific calculators are permitted.
5. English version is authentic.

Marks
Q.1 (@) Define Confidentiality, Integrity and Availability 03
Usl1 ()  Confidentiality, Integrity a0 Availability c4luL[Ad 530 03
(b) State the difference between Active attack and Passive attack and explain any one Passive attack 04
in brief
(M)  Active attack uia} Passive attack <1eil dsldd oglld)l A S16ULL WS  Passive attack o oY
Al&HU] dHendl

(c) Differentiate mono alphabetic and poly alphabetic cipher and explain Playfair cipher with example 07

(5)  Hlollaleslalels wa NElALesIA2]s Lo sl dslad AU Aa W3R AIBs Gels o9

U2 qH2dl
OR
(c)  Explain Security Services and Mechanism 07
(5)  yRell Adi) wal [MH3[A3H quedl 09
Q.2 (a) Differentiate Substitution cipher and transposition cipher 03
Usl2 () Substitution UL el 2leA U320l ALY A Aol clslcld w1 03
(b)  Define : (1) Cryptography (2) Cryptology (3) Key (4) Cipher text 04
@)  AALRI 5 (1) Cryptography (2) Cryptology (3) Key (4) Cipher text o¥
(c) Explain DES algorithm with example 07
(5) GeleWL Ul8 DES W ReH yuodl 09
OR
Q.2 (a) Explain Rail Fence Cipher with example 03
Usl2 () GeleW AL 6 Fed U1O 5 uHwd) 03
(b) Define : (1) Plain text (2) Cipher (3) Encryption (4) Cryptanalysis 04
@)  AALRId 5 (1) Plain text (2) Cipher (3) Encryption (4) Cryptanalysis o¥
(c) Explain Steganography in Detail 07
(5)  R3AAALS] [AdlddR YHodl 09
Q.3 (a) Listand Explain Application of Public key Cryptosystem 03
ust3 () uleds sl (s1elieus(l R [Wdlelsl YA sletidl e qH2dl 03
(b)  Explain Digital Signature 04
)  [S[eed RN UMMl oy
(c) Explain RSA Algorithm 07
(5) RSA UELRUH yuxdl 09

OR
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Differentiate Symmetric and Asymmetric Cryptography
UUHLL A HAHUHIRL [(5121ALlel] dsleld U

Explain how to achieve Authentication using public key cryptosystem with suitable Diagram.
1Y SIYIAM AL ufeds S] (5121 [1e4s1l GUY)L 53] Authentication 3<l Tld UIH 539 d
yuesdl.

Explain Digital Certificate

(S(esed AR (552 uudl

Explain Tunneling

2ol yuexdl

Explain DMZ in Brief.
DMZ o d(&iHui quedl.
Define IDS (Intrusion Detection Systems). Explain its working, components and Classification in
Detail.
IDS (8e1gel (S5l () cUluARlA 5. dd s, 428l wa adflsal [Aadar
yHodl.
OR
Write Short note on VLAN
VLAN UR &5l «ilt quil
Write Short note on NIDS (Network Based Intrusion Detection Systems)
NIDS (245 w1HlRd oot [SS52lel (A1) U 251 ell cudl
Explain Firewall in Detail

S19ANEa (Aoldalr Y-l

Differentiate Virus and Worms

AlURY uel I qAeA] dslad L

What is Cyber Security? List and Explain types of Cyber Security
UR—IMR YRe1l Qf B2 UR—IMR HRelletl UsIRel YR tstid] 1a questdl
Explain Cyberspace and Criminal Behavior in Detail
UMY A (5116 [WE(AuA [AdAdd IR -]
OR
List and Explain types of Cyber Crimes
UR—IMR 518Ul USR1eAl ALE] odelld] wal AUl
Define Intruder. List and Explain types of Intruders
Intruder cLLUAL[RAd 5. Intruders o1l USIRAe{] YA ¢letlc] ol AHd)
Explain Types of Cyber Attacks in Detail.
UR”YGR gHdlell USIR) [AdlddiR quesd).

03
03

04
oy

07
09
03
03

04
oy
07

09

03
o3
04
oy
07
09

03
o3
04
oy
07
09

03
03
04
oY
07
09



