Seat No.: Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA ENGINEERING — SEMESTER - VI EXAMINATION — WINTER - 2018

Subject Code: 2361602 Date: 29-11-2018
Subject Name: INFORMATION SECURITY
Time: 2.30 pm To 5.00 pm Total Marks: 70

Instructions:
1. Attempt all questions.
2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Each question carry equal marks (14 marks)

Q1 (3
A, 4 ¥
(b)
6f
Q2 (3
A, 2 Y|
(b)
6f
(b)
6f
Q3 (@
YA, 3 ¥
(b)
of
Q3 (@
A, 3 9
(b)
6f
Q4 (a
A, ¥ 9
(b)
6f
Q4 (3
A Y W
(b)
of
Q5 (3
A, U ¥
(b)
of

Explain Network Security Model.
4245 [sa12] Hige Aol

What is information Security? Explain Security Services in detail.

Oetgliue a2l 9 97 RisR2 A0 (o191 qumal.

Explain Playfair Cipher using one example.
W52 UL 25 GELSR0L AL AHMA,

What is Steganography? Explain any three method of Steganography.

220lla5] 9 £97 2201lALE] (L AR A =L A AHmdl,
OR
List out transposition techniques. Explain any one with example

21Ul 25ellsd udl 21Ul oK d 215 GelzBL 2] AHMAL

Explain CBC (Cipher Block Chaining) and CFB (Cipher Feed Back).
AloflAl( U152 odls Alo) vt dl2izoll( U152 518 6l5) AHMAL
Explain one time paid technique in detail with its two problems.
Qe 215 UG [AAAAIR dell ol WoEAH U1, HHMAL,
OR
What is firewall? Explain Packet Filtering router.
512 Al 9 97 Us2 (el AG22 Al
Explain rule based intrusion detection technique.
2A 61y D23 (252 25ils uHmAl.

Explain RSA Algorithm with example.
WRBIUBL DIARAH BELSRL U1, A1,
Explain Data Encryption Standard in detail.
2l viel5reud w242 [A1da1z dHomal,

OR
What is digital signature? Explain it.
[serza [Rodaz 9 92uumAL,
List out types of viruses and explain each brief.
vzl Ustiedl AR otdldl 2id 225 Al 4ei 52,

Explain Diffie Hellman key exchange algorithm.

(35 sauA 5| visusy AURAH BHMAL

Explain different between private key and public key cryptosystem.
A2 51 2 uloas 5l [5r2ifdzzi 929 dslad dHomdl.
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OR
Explain link and End-to-End Encryption.

(A5 2t Bies 2 vieg Bi[e51904 HUMAL
Explain security attacks in detail
Rasf22] 2425 (A4 4xmal,
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