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Subject Code:2361602 Date: 06-11-2017
Subject Name: Information Security
Time: 02:30 pm to 05:00 pm Total Marks: 70

Instructions:

1. Attempt all questions.
2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Each question carry equal marks (14 marks)
Q.1 (@) What is network security? Explain Network Security Model. 07
ysl.1  w oleds Ryl 9 82 Aead Rsydldl dise umena 00
(b) Explain security attacks in detail. 07
ol Ryl As [QrcRUl At 09
Q.2 (@ What is Firewall? Explain packet filter firewall in detail. 07
ysl. 2 A slRAle g B2 e (3eeR slARAle (ArclRHI uMen Al 09
(b) List out types of viruses and explain each in brief. 07
ol clRUoll YslRell ALEL olotlal. €38 sHL UM Al 09
OR
(b) What is cryptography? Explain cryptography and cryptanalysis. 07
ol (ulongl 9 872 (3uousl wa lugeticlllla Axesal. 00
Q.3 (a) Explain Playfair Cipher with example. 07
Ysl. 3 AW WA%R ALASR GELSAL WA AU 0V
(b) What is steganography? Explain techniques of Steganography. 07
ol wRIlLellougl 9 B? Ratellouglell 2508l UM A, 09
OR
Q.3 (@) Briefly explain the Monoalphabetic cipher. 07
ysl. 3 AW HlolUesAdls 2solls gsHi umendl. 0V
(b) Explain the feistel structure for Block ciphers. 07
ol (3UCH W5UR 6AIS AULRLSR HIE UHLA 09
Q4 (@ Explain one round of processing in DES. 07
ysly  u SLEBAU As AGes ol NARDL UMl 09
(b) List out block cipher mode of operations and explain CBC in detail. 07
ol oclls AASR {Wsall AUt ofl ALl 2l YLoll.Al QR 1l uxesA 09
OR
Q4 (@ Explain End to End Encryption in detail. 07
Y ¥ A oS g oS WeglWRiet uMAl 09
(b) Explain Key Distribution of symmetric encryption. 07
of  {ARs Al al0t of 5l Sl2dlojalat AL 09
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Explain RSA Algorithm.
RSA AU UM ques Al

What is digital signature? Explain digital signature in detail.

Slyect RoAuR 9 B? Slwed RoAUR ([QrcllRHL AHSAL

OR
Explain Diffie-Hellman Key exchange algorithm.

S8l 3ot $l WSV AR UM AUHLAL

Explain Principles of public key cryptosystem.
ulas gl slelflzed ol Rgicdl AHestal.
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