Seat No.: Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY

DIPLOMA ENGINEERING - SEMESTER- VI EXAMINATION —Summer- 2019

Subject Code: 2361602

Subject Name: Information Security

Time: 10:30 AM to 01:00 PM
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1. Attempt all questions.

2. Make Suitable assumptions wherever necessary.

3. Figures to the right indicate full marks.

4. Use of programmable & Communication aids are strictly prohibited.

5. Use of only simple calculator is permitted in Mathematics.

6. English version is authentic.
What is Information Security? Explain security services and security mechanism in
detail.

Hiledl zeu 9 97 YaL Al 2 e ugild [Qdieell dummal,
What is Network Security? Explain Network Security Model in detail.

4295 Yreil 9 92 4295 YAl Hidd [Azdizel AHmal,

What is Virus? Explain types of virus in detail.
QAR 9 9291434 <AL UsIR (A1l AHmmal,
Explain Playfair cipher in detail.
152 A5 (A1l A,

OR
Explain Password Management strategies in detail.
YIS HeAorHez 42U [Azd1ze] A1l

Explain Symmetric cipher model in detail.
[Ranles u1152 HIZE [Ad1z8ll Al
Explain Double Transposition technic in detail.
3018, 2L Ul[R e 2[5 [Azdizell AuxmAl.

OR
Explain Single round of DES in Detail.
DES -l (o1 AG<s [Azd1z¢l Al

What is Block Cipher? Explain any four Block Cipher modes of operations in detail.

6dls UG 9 97 6Als AUAER HIgAAL 51O DL 7 U512 (Al a1mdl.

Discuss Key Distribution in symmetric encryption.

Symmetric Encryption 1 Key Distribution Auoal.

Explain Diffie-Hellman Key Exchange algorithm with example.

Diffie-Hellman Key Exchange »1<ll[R4H, [4d14] Gelszil 412 dHMAl.
OR

Write a short note on Random number generation.

Random number generation Guz Zs<lif4 @vil,
What is Intruder? Explain types of Intrusion detection.
Intruder i £9? Intrusion detection <l U512 UHMA.

Explain Digital signature with algorithm.
[3lerzd [R1od22 vicollleam 12 UHmMAl,
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Explain RSA algorithm with example.
RSA 2Al[R4H, GELSR0L U AHMAL

OR
Explain Authentication Protocols in detail.
Authentication protocols [Azd1z4l “ummal.
Explain Caesar cipher in detail.
Caesar cipher [Azd1z8l Au1mal.
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