Seat No.: Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA ENGINEERING - SEMESTER -VI « EXAMINATION - SUMMER 2018

Subject Code:2361602 Date: 01/05/2018
Subject Name: Information Security
Time:10:30 AM to 01:00 PM Total Marks: 70

Instructions:
1. Attempt all questions.
2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Each question carry equal marks (14 marks)

Q.1 (@) Explain security services and security mechanism in detail.
usl 1 A (doldalr yall Act wa Yel Uald @l Aol
(b)  What is information security? Explain network security model.
ol Information Security 9| 8? Network Security model AH%14.

Q.2 (@ Explain malicious software in brief.
Y. 2 3 Malicious software 2 sHI AHastcll.
(b) Define intruder and explain honeypots in detail.
ol Intruder ofl caltuall AU el honeypots (Qrcltell UM

OR
(b) Explain symmetric cipher model in detail.

ol Symmetric cipher model RERTELIERICI IS

Q.3 (a) Define cryptography. Explain types of cryptanalytic attack.
Ys.3 A Cryptography ofl cauvaul AL, Cryptanalytic attack oll sl AHestcl.
(b) Explain steganography in detail.
ol Steganography (Qacttell A Al

OR
Q.3 (a) Caesar cipher in detail.

Usl.3 3 Caesar cipher ([QrctRell umestall.
(b) What is substitution? Explain double transposition technique.
ol Substitution 9] ©? Double transposition technique A1,

Q.4 (@ Full form of DES. Explain single round DES in detail.
Usl.¥ 3 DESof Y3 ol UL Single round DES (QctiRell AHs Al
(b) Explain Diffie-Hellman key exchange algorithm.
ol Diffie-Hellman key exchange algorithm d-estcll

OR
Q.4 () Key management in public key cryptosystem in detail.

Ysl. ¥ 3 Key management in public key cryptosystem (Qrcllll A1l
(b) Explain any three block cipher modes of operation.
ol Block cipher modes of operation oll $l&f UBL 2AQL USIR UMl

1/2

07
09
07
09

07
09
07
09

07
09

07
09
07
09

07
09
07
09

07
09
07
09

07
09
07
09



Q.5
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What is Digital signature? Explain Digital signature in brief.

Digital signature 2] 8? Digital signature gs i Mastcll.
Explain traffic confidentiality in detail.
Traffic confidentiality (ARl AHesLA

OR
RSA algorithm in detail.

RSA ([QxctR el AHasAl.
Explain DSS in detail.
DSS Qi wneAl.
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